INFORMATION SECURITY PLEDGE

Theme-4

Do’s:-

I shall make myself aware of the Information System Security policies
of my bank and shall attend such awareness programs and when

intimated to me.
I shall not share password with any one.

I shall change passwords at regular interval and keep very strong

password with minimum of 8 alphanumeric characters.

I shall make sure that anti-virus is installed and up to date on my

computer.

I shall make sure that all the discarded and obsolete records, old

unused printouts will be shredded before disposed of.

I shall make myself aware of the contact information of Helpdesk and

Information Security team and shall inform immediately in case of

any unauthorized activity noticed by me.

I shall maintain records of any incidents/problems related to PC for

future reference and for information security forensic purpose.

I shall ensure that only minimum privileges are assigned to me to
perform my duties.

Don’t’s:-

I shall not write my passwords anywhere.

I shall not use my official email id for personal use.

I shall not click on link/ attachment from email unless I am sure that
mail is from genuine source.

I shall not disclose my organization related sensitive information on

social media.



I shall not use any unauthorized 3rd party video conferencing or

collaboration tools for conduction sensitive organizational meetings.

I shall not use any external mobile app based scanner (ex:
Camscanner) for scanning organization’s internal documents.
I shall not use any external websites or cloud based services for

converting/compressing organization’s internal documents.
I shall not leave my PC unattended whenever I am logged in.
I shall not download any unauthorized software on my PC.

I shall not use pen drive, unless it is scanned for virus.

I shall not panic in case of any incidents, instead I shall inform

incident/ crises management teams /helpdesk.

I shall not do or allow tailgating/ piggybacking (a process where an
unauthorized person follows an authorized individual to enter a
secured premise) in office premises.

I shall not use office computer resources for personal use.
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Payment Channels Security Tips
Theme-5

Avoid creating common passwords and PIN for all your cards or payment apps.
Do not choose password or PIN from your personal details e.g. DOB, Mobile
no, name of close relatives.

Close application/app after use.

Do not install any remote control application in desktop/ mobile phone used
for doing payments.

Do not jailbreak or root your mobile phone used for doing payments.

Never share your card related data, user name or password with anyone.

Read OTP related messages carefully and ensure merchant name and amount
before you enter OTP.

Never share OTP with anyone.

If your bank offers multi-factor authentication, opt for the same.

Do not add fingerprint of other person on the device used for payment apps.

If you lose connectivity of your mobile network, contact service provider
immediately to avoid duplicate/cloning of SIM related frauds.

Keep updated your mobile number and address in all the bank accounts.

Do not fall prey to phishing/ vishing scam offering rewards or enforcing to
dilute information in order to continue use of cards\ payment apps. Contact
bank in case of doubt.

Scanning QR codes only sends money and there is no way to receive money
through the process.

Inany UPI app, PIN is only required to send money, to receive money PIN is
not required.

Do not share your account statement, details, balance with anyone unless it’s
necessary and after verifying the credentials of the person.

Do not post any banking or related personal information on social media.

Change your password/ PIN periodically even bank does not prompt for it.

KKKK¥*



10.

11

12.

13.

14.

Work from Home Security Tips

Theme-6

Use Virtual Private Network (VPN) to connect to the network when you need to
perform your work duties.

Do not share workdata and information with your home computer or personal devices

unless authorized by your organization.

Do not share your office device with friends and relatives.

. Ensure your computer has up to date operating systems, applications and browser.

Ensure you have up-to-date anti-virus or malware protection software.

While sharing screen with other participants during remote sharing session, ensure

you share necessary application window only rather full desktop or all content.
Avoid using any software which are not authorized by the organization.

Avoid using any social media or other sites not relevant to your work.
Remember essential cyber security best practices. Do not fall prey to phishing.

Ensure Wi-Fi and router security by a strong password, enabling WPA2 and other

security setting.

. Never connect to a public Wi-Fi network.

Even when you’re working at home — do not leave your laptop unlocked and
unattended.

Do not use any internet/cloud based file sharing services unless authorized.

Take back up regularly to the media authorized by the organization.
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