Card Security- Useful Tips

Theme-1

Plastic card, a very famous terminology, which is used to make payments e.g. Debit

card, Credit card, ATM cum debit card, prepaid card etc. As the use of card is growing

cyber criminals are finding lots of ways to dupe innocent users. To avoid being victim

of any such frauds here is the list of some precautions, which one can follow:

1.

0.

Ensure you have chip-based card (EMV Compliant), if not get it replaced with
the bank.

Change the default PIN, sent by the bank.

If card goes missing, immediately get it blocked by calling or writing to bank.

Ensure the customer care number is handy.
Do not write pin anywhere instead remember it.

Like passwords, change PIN periodically.

. Do not set predictable PIN like your DOB, 1234, 1111 or similar.

As contactless (NFC enabled) card are wide in use, keep secure your card from
misuse. Use RFID-Blocking Wallet or disable the NFC usage functionality if not

being used

Use bank provided application to temporary block/ unblock card, set usage

limit, channels where it can be used etc.

Enable international transaction only if you use it.

10. Verify credentials and check the ID proof, if you are applying for credit card

11.

12.

13.

14.

15.

through sales executive.
Never gives card details to anyone.
Never share CVV even with your bank executive in any circumstances.

Do not respond over call if someone ask card details, in case of doubt call bank’s

customer care.
Do not send card details in unencrypted format via mails, messages.

Use card on trusted website and with https and padlock sign.



16. Ensure two factor authentication is enabled for the email if you receive

transaction over the mail.
17. Do not hand over your card to anyone, where you will lose the sight of it.
18. Avoid using card over public Wi-Fi and public computers e.g. cyber café.
19. Ensure good and updated antivirus on the machines where you use your card.

20.Don’t enter card details in the link shared over mail/ message, verify the sender

first.
21. Don’t save card details in the browser.
22 Register for SMS and email alert from bank for card transactions.
23. Define transactions limit for your card as per your requirement.
24. While entering PIN, cover it so as to ensure it’s not being watched.
25. Do not post pictures of card on any social media or avoid sharing it with anyone.
26.Be careful for your receipt when you do transaction.

27. Keep your phone number updated with bank on which you receive transaction

alerts or One Time Password (OTP).
28.Be observant of any "skimming devices" attached to the ATM.

29. Before leaving ATM, Wait for the transaction to complete and close. Ensure to

collect your card.
30.Don’t get carried away by strangers who try to help you use the ATM machine.

31. In case of suspected transaction immediately report to the bank.
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Top Tips to Desktop/ Laptop security

Theme-2

Desktops and laptops are gateway to all the information stored, transmitted and used
in digital world. Any weakness exploited on these systems may result in information

theft and loss. Below are few key practices to safeguard against Cyber threats:

DO’s DONT’S

e Always install Licensed Software so that|® Do not use administrator

you have regular updates of your Operating| USer account for routine
S tivities.
system and Applications. In case of open|

source software, make sure to update|® Don't click on remember my

i d.
frequently and from genuine source. passwor

L ) ] e Don’t plug any unknown
e While installing any software ensure to tick/
) USB to your computer.
untick checkboxes to enable features as per your

requirement instead of default installation. e Don’t share your credentials

) to anyone to login to your
e Properly shutdown and switch off your personal .
system.
computer after the use and when you leave office. Y

o o ) e Don’t leave your machine
e Antivirus software must be organization provided
) ) unlocked or unattended.
or downloaded from trusted website with auto

update of latest signatures. e Don’t allow Remote Desktop

o Protocol (RDP) by default.
e Keep browser and all other applications of the

system up to date. e Don’t allow network sharing

. _ . unless it is necessary and it
e Configure authorized/ trusted (Network Time o .
) should be limited to specific
Protocol) NTP for accurate time sync. )
user/machines.

e Enable short duration auto lockout of screen after )
) . e Don’t install Peer to Peer
Inactivity. . .
(P2P) file sharing programs.

¢ Setup BIOS password. Ex. Torrents etc.




DO’s DONT’S

e Ensure physical safety of the computer devices|e Don’t fill hard drive to its full
including printers, network switches and other| capacity.

networking devices like Wi-Fi Access points. « Don’t keep GPS, Bluetooth,

e Use original equipment manufacturer or| NFC and other sensors
organization provided CD to install the operation| enabled, unless required.

system and drivers.

e Use strong password (alphanumeric with special

characters) for admin accounts and other users.

e Periodically take back up of your computer data in
a secure location and periodically test if it’s

restoring correctly.
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Key Aspects to Spot Fraudulent E-mail and Do’s & Don’ts for Secure Email
Usages

Theme-

Increased usage of smart devices and employees working remotely also increased the

use of email frequently. While email are easy to use, attackers are also finding it easy

to target the people remotely. Below are few of the techniques, which fraudsters use,

and some action one can follow to avoid being victim:

Phishing links: Don’t get caught in the scammer’s net, phishing links may be
identified by placing cursor over a link in a suspicious email which shows actual

URL. Make sure not to click, only to hover mouse pointer over it.

Short link: While link-shortening services such as Bitly, TinyURL are popular
and common tools for creating shorter links, malware distributors and phishers
use link shortening to conceal their links' true destinations. Be careful and verify

source before clicking such short links.

Requests for personal information: Bank will never ask you to reply in an

email with any personal information such as your PAN, ATM or PIN.

Urgent appeals: Bank will never claim your account may be closed if you fail to

confirm, verify or authenticate your personal information via email.

Email about security updates: Bank will never claim the need to confirm

important information via email due to system upgrades.

Observe the new: Always observe sudden and different email content even
though email from office employee/ executive, as it may be spoofed mail or email

account may be compromised. Cross verify with sender for suspect mails.

Spelling and grammar mistakes: Observe spelling of the email address as

fraudster make slight changes in email addresses.

DO’s

1.

Keep your inbox clean, Turn on the junk email filtering system.

2. Beware of links in emails. May divert you to a site containing a virus or spyware.


https://www.lifewire.com/what-is-bitly-3486046

6.

7.

Confirm from the source if you’re unsure about a link they have sent you in an

email.

Use strong password for your email account. Use multi- factor authentication

wherever possible.

Access website by typing the URL instead of clicking the link in email especially

financial websites.
Always log out of your email account when finished.

While sharing important information, encrypt/protect it with password.

DON’T’S

1.

DON’T open, forward attachments received from unknown sources. And do not

set your e-mail program to "auto-open" attachments.

DON’T give your user ID or password to another person and change your

password frequently.
DON’T post your email address on a social network site, chat-room or webpage.

DON'T: Believe everything you read. Spam emails will often have a false subject

line to try and trick you into opening the message.

DON’T use your official email id for personal use and avoid giving your office

email address to everyone and everywhere.
DON'T access office email from public Wi-Fi.

DON'T click the links received in email asking you to update information.

If you receive a suspicious email that uses Bank’s name/ logo/ similar URL, forward it

to Bank’s information security team immediately.
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