National Cybher security
Awareness Month

Always secure all your
accounts with two-factor
authentication,
especially while doing any
online financial transaction
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Awareness Month

A Strong password should
always include upper and

lowercase letters, numbers, and

at least one special character
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Avoid using same password
for multiple devices
or accounts
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Never disclose net
banking password, One
Time Password (OTP),
ATM or phone banking
PIN, CVV number etc
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Be careful while clicking
on email links, even if
they seem to come from

a legitimate source
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Be wary of unsolicited
email attachments
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Never respond to requests
for personal/ financial
information
via email, text,
messages or
over the phone
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Always ignore an
Email/SMS claiming to
help you earn money
with little or no work
or through investment
with little or no risk
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Use separate email for
social media so that
main email account is
protected from
any spam and
ph\lf?lng -~
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Avoid using public wifi
for conducting financial
transactions
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Always remmember to log out from
your online banking portal/
website after completing
online transaction
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Regularly monitor your bank
account activity for any
unexpected transactions
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Always keep location services
turned off on your devices,
unless necessary
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Remember that
Government
agencies/banks will
never call you asking
for your personal

getalls BANKING 24/7
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Install antivirus software,
firewalls, and email filters
and keep them updated
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Always install
applications from
trusted source only
e.g. Play store, App

store or official
company’s website
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Always use updated version of
browser and install safe browsing
tools to protect from hackers and
malware
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Select the right privacy ﬁt_

settings on social media
platforms and make sure
that you are sharing your
information, photos and
videos with your trusted
ones only
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Beware of remote
screen sharing apps,

as fraudsters may use
them to steal your
information
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Be cautious of look-a-like

websites and fake profiles of
companies on social media
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Don't believe
everything you read
online. People may post
false or misleading
information.
Always check the
genuineness of the
information
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Be cautious while accepting chat
requests from strangers.
Your video chats may be recorded
and used for blackmailing
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Beware of such emails,
which offer jobs in
exchange for money.

No organization/
company ever asks
for money to work

for them
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Verify the
genuineness of the
company before
applying for a job,
by visiting their |
website and reading |
reviews about the firm'

WE’'RE
HIRING!
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Always check website of the
Government organisations
for details about the job

openings




